Questions & Answers

1) How does Last Mile Mobile Solutions (LMMS) make the distribution of food aid faster? 
Distribution of food aid involves several steps, including the registration and verification of beneficiaries. Current paper-based systems require World Vision field staff to collect thumb prints and signatures from beneficiaries each time food is distributed. The paper records are awkward and difficult to store, and some beneficiaries find the fingerprinting process demeaning. 

LMMS replaces this system with mobile computing technology (laptops and handheld devices) that makes the process paperless.  As a result, wait times during the registration/verification process are reduced to less than a minute, compared to 2-3 minutes in the paper-based system.  Beneficiaries receive their food rations faster, and there are no mistakes in ration size.

2) How does LMMS make the distribution of food aid fairer? 
LMMS software automatically calculates how much food each beneficiary is entitled to receive based on ration calculation logic associated with each type of feeding project. In some contexts, beneficiaries with larger family sizes require more food. LMMS ensures that family size is accounted for in these situations and no one is overlooked. Each time a beneficiary receives a ration, his or her ID card is scanned and his or her individual record is updated in the system. This allows LMMS to keep track of distributions and catch any attempt to double-dip via multiple entries.  

In the current paper-based system, calculations are done manually resulting in more errors. It is possible that a beneficiary might receive more or less than they are actually entitled to. But with LMMS, the calculations are automatic and the room for error in ration size is drastically reduced. Ahead of any actual distribution, LMMS checks to ensure that sufficient food is available for distributions.

3) How does the LMMS technology work? 
During a beneficiary’s initial visit to a food distribution site, a World Vision field worker uses a handheld device to take their photo and record crucial household information such as their names, geographic locations and particular vulnerabilities that make them eligible for food assistance. This individual beneficiary data is wirelessly uploaded to a laptop for tracking and verification purposes. The beneficiary receives a photo ID card with a barcode. Each time he or she returns for additional food rations, the field staff simply scans his or her ID card to verify the beneficiary’s eligibility and the correct ration size based on the feeding project they are enrolled in. This calculation is done in seconds, and the data is wirelessly uploaded, so that field workers do not have to manually reconcile distribution lists with waybills. 

4) Can a beneficiary receive a ration without their ration card? 
Yes, it is possible for a registered beneficiary to collect their rations without their cards as long as they are verified to be eligible for food assistance. Field staff can use the handheld device to look up the beneficiary’s name. Their photograph (and pre-computed ration size) is already in the system’s database and is then used for verification. All these activities are logged so that we have a permanent record of who gets what food, where, when and why. It also logs who administered the food distributions. 

5) Why is World Vision spending money on technology development rather than more food? What are the benefits? 
Technology is an important driver in World Vision’s ability to deliver humanitarian aid efficiently and accurately. LMMS heightens our accountability at the point of transaction with our beneficiaries—in other words, the “last mile” of our humanitarian work. When it comes to food aid—we need to ensure that beneficiaries receive distributions as quickly and fairly as possible. 

LMMS automates this process, making it faster and fairer. The system benefits everyone: 

· Beneficiaries spend less time waiting to be registered. They’ll receive the correct ration size because calculations are done automatically, resulting in fewer errors or duplication.

· World Vision field staff has more time to monitor feeding projects because reporting is done automatically through LMMS. Staff members have suggested a 60 per cent reduction in the time required to generate key reports.  Using a Web interface, reports are generated quicker and more accurately and can be transmitted electronically. LMMS reports help staff quickly analyze and respond to changing needs and situations.

· Donors and other stakeholders are assured of greater accountability and inventory control in the field. For example, the system tracks when food is shipped and how much is received so there’s less wastage and loss of supplies. Any discrepancies are accounted for.

6) Are there issues regarding cultural acceptance of photo IDs and electronic registration? 
World Vision has complete respect for a beneficiary’s feelings about photography and electronic registration of personal data. Beneficiaries are briefed on the electronic registration process and formal consent is sought at the community level, with a consent note signed by the leader or chief (or respective authority) on behalf of their area.

Photographs are actually optional data entries within the LMMS system, and photography of beneficiaries only takes place pending cultural appropriateness and community agreement. Only photos for household heads and primary beneficiaries are captured.
If a beneficiary objects to having their personal data registered electronically, this in no way affects their right to benefit from the project. In such cases, an alternative system such as manual registration could be used. 
7) What about beneficiary privacy? How secure is the system? 
Every component of LMMS is password protected. All data that resides on the various hardware pieces or that is wirelessly transmitted is put through a strong encryption process. If the equipment is stolen or data intercepted during transmission, without passwords, all data is scrambled and impossible to read. This is unlike paper based records which if lost can be easily read by anyone.

8) Can an unregistered person or a proxy collect rations for the registered beneficiaries? 
Yes, the LMMS system allows field staff to capture proxy information for a beneficiary. Sometimes it is just not possible for registered beneficiaries to collect their household’s rations. For example, in a targeted feeding program where we deal with antiretroviral therapy* patients, they cannot always show up at the distribution site, therefore proxies are able to collect rations for their families. (Note that, this does not replace the community role of ascertaining authenticity of a proxy to collect a ration for a registered beneficiary or household.)
*Antiretroviral therapy consists of the use of at least three antiretroviral drugs to maximally suppress the HIV virus and stop the progression of HIV disease (WHO).

9) Is World Vision planning to expand this mobile technology to other program areas besides food aid? 
Yes, indeed! LMMS technology is versatile and can be expanded beyond the scope of food programming. While food distribution is a logical first step, World Vision hopes to incorporate this technology in other areas of our humanitarian work, such as in the collection of real-time data and in the delivery of non-food items during emergencies. Even within food programs, there is much more to add, such as extending monitoring systems to access the nutritional status of affected communities.

Technology Questions

1) What is the difference between World Vision’s Commodity Tracking System and LMMS? Can both systems be integrated?

Both LMMS and Commodity Tracking System (CTS) technologies are initiatives around food programming accountability. Yes, they can be integrated through LMMS feeding data into the CTS. However, LMMS is not a replacement to the CTS. Rather it’s intended to extend Information management functionality to the last mile—where CTS cannot go. 

2) How is data integrity handled in LMMS? Is the system secure?
The system’s underlying database engine is responsible for ensuring data integrity by acting as a “guard” and denying entry of any invalid data through the “welcome gates” of the actual database. The system ensures that appropriate data types and complete data are captured at source.

The back-end storage engine is completely secure and can actually be “hidden” from field staff or other end users. This prevents someone from trying to replicate distribution data in order to generate post-distribution reports without actually doing the food distribution. Access to the storage engine will be limited to users with administrative privileges (not field users). 

3) What are the implications of storing beneficiary data electronically?

World Vision currently collects and stores beneficiary data manually. LMMS will replace this system, allowing additional types of data to be collected, such as location information on where distribution happens or where feeding programs are run. Some of this new data is already within the existing public domain. For example, World Vision already captures GPS coordinates linked to villages and our food project locations from the public domain. 
We are working on guidelines and principles to ensure that data remains secure whenever it (and equipment) is transferred from field to office and vice versa. We are also implementing IT security policies and procedures for LMMS equipment storage and discharge at World Vision’s national offices where the projects are being conducted.
4) How secure is beneficiary personal information? Could the data be intercepted? 

Every component of LMMS (applications on the handheld devices, server based applications, standard reports, and backend database access) are all password protected. All the data that resides on the handheld device and on the server is strongly encrypted (AES Algorithm). If these devices are stolen, all the contained data is scrambled and impossible to read without passwords.

If a handheld device is lost or stolen, we are able to change the IP address of the server to eliminate any connection between server and the lost handheld. A less drastic measure is that we can “un-deploy” client-based applications such as registration or distribution modules from the user assigned to the lost handheld. So if they do synchronize they will no longer have access to any of the applications and data—any attempt to connect to the server would be blocked and all data resident on the handheld eliminated.

If a server is lost, we are considering a technology that can identify its location, should it be connected to the Internet.

Under the current architecture, interception of transmitted data between the mobile handheld devices and the roaming server is virtually zero. Any attempt to intercept data will be handled by the fact that all wireless communications are strongly encrypted.

5) What happens if there is a system failure at the distribution site?
The LMMS core team has measures in place to ensure that system downtime is reduced if not completely eliminated. Field staff receives training to help them understand important aspects of the system’s functionality, so that they can trouble-shoot problems. The system uses equipment that has been tested and is able to stand the severity of field conditions. 

As a contingency, a planned beneficiary distribution report showing ration sizes for every household/primary beneficiary is printed in the office and taken to the distribution site on the distribution day. Should the system fail, beneficiaries sign this report upon receipt of their food and the details will later be transferred to the electronic system.

6) How far does the wireless network span? Is the laptop required in the field?

The current architecture uses Local Wireless Networking which allows for an outdoor roaming radius of 100-300 metres between the handheld devices and the server (laptop). 
We currently use laptops at the distribution site, but they may not be needed depending on the task being carried out. For example, beneficiary registration does not require real-time access to data in the roaming server, so a server (laptop) is not necessary at the field site. In this case, beneficiary data can be synced back in batch once the field staff arrives back in the office. The only process which absolutely requires a server at the distribution site is food distribution.

Once we can secure resources we will make use of complementary technologies such as satellite transfers to handle data transmission and eliminate the need for a server (laptop) in the field, but this will depend on the local environment and communications infrastructure. 

7) How many handheld devices can connect to one roaming server?
In theory, any number of handheld devices can connect to a given central server provided there is appropriate supporting technology. 
With the current roaming server architecture, at least three stable connections are supported. More than three connections will cause the connection strength to be less than ideal. A broadband router service will be required to provide stable packet routing functionality.
